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ABSTRACT

A PLC (Programmable Logic Controller) is a highly-reliable industrial digital computer which supports real-time embedded
control applications for safety-critical control systems. Real-time operating systems such as uC/OS have been used for PLCs
and must meet real-time constraints. As PLCs have been widely used for industrial control systems and connected to the
Internet, they have been becoming a main target of cyberattacks. In this paper, we propose an execution code sanitizer to
enhance the security of PLC systems. The proposed sanitizer analyzes PLC programs developed by an IDE before
downloading the program to a target PLC, and mitigates security vulnerabilities of the program. Our sanitizer can detect
vulnerable function calls and illegal memory accesses in development of PLC programs using a database of vulnerable
functions as well as the other database of code patterns related to pointer misuses. Based on these DBs, it detects and
removes abnormal use patterns of pointer variables and existence of vulnerable functions shown in the call graph of the
target executable code. We have implemented the proposed technique and verified its effectiveness through experiments.
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Fig. 1. Overview of the proposed sanitizer
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#include (string.h>
void vul_func(char *a)
{
char buf(10):
strepy (buf, a):
return:
}
static void App_Taskl (void *p_arg)
{
while (1) {
vul_func("Input”);: ——————— (3)
OSTimeDlyHMSM(0, 0, 0, 300);
}
}
int main(void)
{
OSTaskCreateExt(APP_Taskl, ... ):
OSStart():
return 0;

}

Fig. 2. Example source codes for uC/0OS with a
strcpy function call

void print_normal() -—————— (1)
{
printf("Normal\n”)
return:
}
void print_hacked() -————— (2)
{
printf("Hacked!\n")
return:
}
static void App_Taskl (void *p_arg)
{
void (*a)():
a = print_normal:
while (1) {
a();
OSTimeDlIyHMSM(0, 0, 0, 300):
}
}
static void App_Task2 (void *p_arg)
{
int *ptr: ——— (4)
ptr = 0xe640; /* Hard-coded a's address
in App_Taskl */

*ptr = 0xb3c0: /* Change a's value of
App_Taskl into the address of print_hacked()
*/

while (1) {

OSTimeDlyHMSM(0, 0, 0, 300):
}

}

Fig. 3. Example source codes with pointer
manipulation
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Fig. 4. Memory hacking result by pointer
manipulation
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_App_Taskl
OSTimeDlyHMSM
_OSTimeDly

| _OS_CPU_SR_Restore
| _OS_CPU_SR_Save

| _OS_Sched

| | _OS_CPU_SR_Restore
| | _OS_CPU_SR_Save

| | _OS_SchedNew
_vul_func

_strepy

Fig. 5. A call graph of a uC/0OS task
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_App_Taskl:
ADDB SP, #4
MOVL *-SP(2), XAR4
MOVL XAR4, #0x00b3b8 (1)

MOVL *-SP(4], XAR4 -—(2)
MOVL XART, *-SP(4]

LCR "XART

MOVB AL, #0x0

MOVB XAR4, #0x0

MOVL XAR5, #0x00012¢
MOVB AH, #0x0

LCR 0x00abaf
SB -9, UNC
_App_Task2:

ADDB SP, #6
MOVL *-SP(2), XAR4

MOVL XAR4, #0x00e640 - (3)
MOVL *-SP(4), XAR4 ~ —— (4)
MOV *+XAR4(0), #0xb3c0 —-(5)
MOVB AL, #0x0

MOVB XAR4, #0x0

MOVL XAR5, #0x00012¢c

MOVB AH, #0x0

LCR 0x00abaf

SB -7, UNC

Fig. 6. Assembly codes for Fig.3

Wee F40) e WARE (5)9 o4y =
g 7], (3)~(5)9] AL Z2H Afete]A
o 97 = DBel Fksieleh o] AL ol 43

d3elA dd 2= AREE EAshs AL &als
st

Fig. 7.2 ¥Jl8] W5 AHE vne] ghd Wz
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gl FaE st vA 29I Hart velr]e v
B A g wEs] A, deje] ojee 2
=7t eEe AR 1st JeE Bk (2)
o vkl vlme] ghE wxske Al met

MOVL XARn('general-purpose register’),
#0xhhhhhh (type of memory address) -——(1)
MOVL *-SP(n]), XARn('general-purpose
register) —(2)

{(MOV/MOVL/MOVB} XARn(0),
#0xhhhh(constant) -—(3)

Fig. 7. Example code pattern for the pointer
sanitizer
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tE oAl Zert AsiE F gloh (3)¢] A3
T #HA Fadakzte] we}l A4zl MOV, MOVL
MOVB Z02 wa 4 9lt
Fig.6.7%} Fig.7.98] ololA &
] 01/!4] ﬂ Fruto g 6]_C:2
3= 7S 9Ex|(false negative) 7FsAde] slth.
a8y Fig3.yd 24 FI=E BAE
App Task2ellA%t steadd F4 g ARt

=
©AE A A & . e s b
o ° } A

oXL f”

= L BN u
2ol Wy awal S 9leh zamEs) A% An
2 e EAE AleelAE Falal] slade
7} elze] 2ele) $14)s) 271% Shelshe o] 2

Fig.8.2 uC/08 ==
42 s18olc}. Fig.8.lA] ﬂ1/\3~ A x] AR

= A WA A App_Task2)S €~z Freo
ARAE JHE7le EAEH, Al WA <A
(App_TaskPostStk()) = ez 28le] AJz¢]%|
£ 7}el7]E EQEoltk. App_TaskPostStk() ¢!
27} 717 AAHe AE ARE i) vy 4
2 #qlE 4 9t} g A= 372 A=
IZAHAPP_CFG_TASK_STK_SIZE)®] #Hs A&
s, Bjaze] 28 WE Feld 4 gl

Fig.9.«= #gtadgl 7|A|e] 3=l gk AlE AX
o] odielrt, o]F 3 Ejazm 2Ee ARAE
T, €] HE A 4 ook Fig.9.9 A
HE 0|43}l App_Task29 2= W2lE 0xe040
~ Oxelc0S #eld 4 e} o] HRE o] s}
o] Fig.3.9] App_Task2elx FEQIE] ¥4 ptrol
el F4& s Ad st=zd e Aee

Of

address name

0000e040  _App_TaskPostStk
0000e340  _App_TaskStartStk
0000e640 _App_TaskPendStk

#define APP_CFG_TASK_STK_SIZE 384u
OSTaskCreateExt(

App_Task2, (1)
(void 0.

CPU_STK *)&App_TaskPostStk(0), — —— (2)

(
(INT8U )JAPP_CFG_TASK_PEND_PRIO,
(INT16U )APP_CFG_TASK_PEND_PRIO,
(CPU_STK *)&App_TaskPostStk
[APP_CFG_TASK_STK_SIZE - 1u],

(INT32U )APP_CFG_TASK_STK_SIZE, -—-(3)
(void 0.

(INT16U )(OS_TASK_OPT_STK_CHK |
OS_TASK_OPT STK_CLR)):

Fig. 8. Function prototype for task creation in
uC/0s

Fig. 9. Example: symbol table information

App_Task29] 2&We]7} o B g o]5 Ex|3}e]
AR Al 7 et

4

4.4

M al =0
==

= =<

HI

At 7Hs 7€ AT v Jrig A9E
Table 2.2 vehlglct. Address Sanitization
ZHAY=(13) At F8& wxze] dYge] stub
Fc = /]\j]—ot}g}oq ;(LEQ ;Q:L U_l _1_.7:]_. _L]_O]-zg}.l ;(]_
w3 4 AR, stack? heap 3ol ¢AHHI

F= Ao <ldl wEe] ARgEke] FU8=

W oWt = Al xHo= Agkelx] o),k Hol

T

of AR Fre] BF o U 3% WAE 4 4

$a, 4 wAel7] wel 1y ol Ad A
oo wet =

AW 2|7} gl 4 Qi)
ohlvl= Al 2 EE 5 o 24
o °

= A 7]
Aol JojAlEste] kg EP"H 3
o

uC/0S £ Bl A1G1E B & 2
S Mg AL 5 ol U 5F WAS B
i

3
I e A °d*&—4 Lot A
e LS FAE & gk = 2 =

A2 o] W kel AARte s vine] Abg
ol S7kek AEE st=de] =4S 8w Ik

=q, dolet § 9ol B enE FAelt
PR L2 A Sol R B T 5 gl

W Ak 71He A o2 2E AuelA7t
W, IRl SN slolel 3ot A4 A
A7 AFE A 2 e 4 L EAsee g
A owsl= 2 F7hAe e Alge] WA o
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Table 2. Comparison of Proposed Technique wlFol kA LS Y& TAA) BE AleA} A
and Existing Techniques o] @ w ;o] Aol k| o} PA|EHA|
Defending et dARE 2 gtk ®R ]H ‘H‘/]E}O]x‘]'%
Coding | uC/0S Agel AR A A gom 9ol
ASan | Standard | against |Proposed - -
(13) |[Compliance| buffer |technique 7]'75‘}\‘3101 %ZHE‘}D}' 216]- ?ﬂ-ﬂlx = =53 }7] -r]?S}
(14) overflows o] g TAA ] i ZrlE doA g
16! o8 BAsl] Qe sk Arsh uCc/0sdl A
Anlalyswb 10f ] 52 74 (control flow integrity) 7| =
vuiner = = v =] 5
fanetion | X | X | o | 0 3] PLO 54 29 34¢ Pohe 97 4
calls & Ao}
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misused < o < o References
pointer
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